PORT‘ SAN ANTONIO

REQUEST FOR PROPOSALS
CMMC Remediation & Certification Services

Submittals Due: August 21, 2026
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I. INTRODUCTION AND PURPOSE

This Request for Proposals (RFP) is issued by the Port Authority of San Antonio (the “Port” or “Port San Antonio”),
a Texas defense base development authority and political subdivision of the State of Texas,! located at 907 Billy
Mitchell Blvd, Suite 120, San Antonio, Texas 78226, and provides qualified firms/teams with sufficient information
to enable them to prepare and submit a Proposal to provide CMMC Remediation & Certification Services for Port
San Antonio.

The Port reserves the right to select one or more, or none of the Respondents to provide the services described
herein. Final approval of a selected Respondent may be subject to the action of the Port Board of Directors.

A.  About Port San Antonio

Port San Antonio is the region’s single-largest technology hub—an innovation destination with regional, national
and global reach. The 1,900-acre campus, also known as Tech Port, straddles a large part of the former Kelly Air
Force Base and is a dynamic economic engine for the San Antonio community: accelerating innovations and
opportunities by leveraging strategic redevelopment that is adding significant value to the campus, to the San
Antonio region overall and far beyond.

! Pursuant to Texas Local Government Code § 379B.
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Today, 18,000 people work directly for over 80 employers at Tech Port who are driving innovations in aerospace,
cybersecurity, national defense, advanced manufacturing, space exploration, robotics and other applied
technologies. According to a 2018 report from the Texas Comptroller, activities at the Port generate over $5.6
billion in regional economic impact each year.

Top employers include global names, such as Boeing and StandardAero (each of which respectively operates their
company’s largest and second-largest maintenance and modernization facility here), Northrop Grumman, Booz
Allen Hamilton, Intertek, Chromalloy, Leidos and CACI, among many others. It is also home to major Department
of Defense entities, including the national operations for the Air Force’s cybersecurity nerve center (AFCYBER),
the Air Force Medical Operations Agency (AFMOA) and the Air Force Civil Engineer Center (AFCEC).

The Port is also focused on growing educational and research pathways that connect people with the career and
entrepreneurial opportunities it is advancing. The Boeing Center at Tech Port is a modern multi-use public facility
that hosts a wide range of educational and industry activations in the heart of the campus. And elsewhere at Tech
Port, enterprises that include the University of Texas at San Antonio (UTSA), Astroport Technologies and Intertek,
among others, are engaged in a wide range of research projects in space exploration, advanced manufacturing and
information security.

Upcoming planned development projects on the Tech Port campus include additional office and aviation/aerospace
facilities as well as a range of amenities, such as child care, lodging, dining and retail to support the region’s
burgeoning defense sector and its mission partners.

B.  Project Summary:
e Following completion of the gap analysis, Port San Antonio seeks a qualified vendor team led by, or
partnered with, an authorized CMMC Third-Party Assessment Organization (C3PAO) to take Port San
Antonio from its current state to a CMMC Level 2 certification. The engagement spans remediation

advisory and project management, the design and stand-up of a scoped CUI enclave, finalization of a
living System Security Plan and supporting policies, POA&M execution, evidence assembly, a readiness
(mock) assessment, and the formal CMMC Level 2 Certification Assessment. The intended end-state
deliverable is a CMMC Level 2 status — Conditional or Final — recorded in SPRS / CMMC eMASS no
later than October 31, 2026.

C.  Contact Information, Questions and Answers
During the solicitation period, the Procurement team member identified below shall be the sole contact for any
inquiries from prospective Respondents. Any inquiries from Respondents shall be submitted via electronic mail.
Ashley Ramirez
Director of Contracting & DBELO
Ashley.Ramirez@portsanantonio.us
(210) 362-7871 - phone

D. Restrictions on Communications

Other than the Procurement team member identified above, Respondents are prohibited from
communicating with Port employees, representatives, staff, or Board Members regarding this RFP during
the period in which Qualification submittals have been solicited or are being evaluated. Restricted
communication includes, but is not limited to, “thank you” letters, phone calls, emails, texts, verbal discussion, and
any contact that results in the direct or indirect discussion of the RFP. Violation of this provision by Respondents
or their agents may lead to disqualification of Respondent’s Proposal.
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II. SCOPE OF WORK

See Attachment 4.

III. INSTRUCTIONS & FORMAT OF SUBMITTALS

Respondent understands and agrees that this RFP is issued predicated on anticipated requirements for CMMC
Remediation & Certification Services at Port San Antonio, and that the Port has made no representation, written or
oral, that any such requirements be furnished under a Contract arising from this RFP. Furthermore, Respondent
recognizes and understands that any cost borne by the Respondent which arises from Respondent’s performance
hereunder shall be at the sole risk and responsibility of Respondent.

Conditions

Firms are required to submit their Proposal upon the following express conditions: Firms shall thoroughly examine
the Request for Proposal; Firms shall make all investigations necessary to thoroughly inform themselves regarding
site location, site conditions, plant and facilities for delivery of services and material, and other conditions as
required by this RFP; and the selected firm agrees that while in the performance of duties, obligations and covenants
under a contract it shall comply with all applicable federal, state and local laws, rules and regulations.

Inquiries/Questions
Inquiries related to this RFP may be submitted electronically to contractinginfo@portsanantonio.us no later than
August 3, 2026. Be sure to include the title of this RFP in all communications related to this RFP.

Responses to inquiries communicated in writing and those presented in the Pre-Submittal Conference shall be
included in an addendum document to be posted to the Port’s website no later than August 11, 2026. Respondents
are required to consider and acknowledge receipt of all addenda received when responding to this RFP.

Submittals

Interested firms must submit an electronic, text-searchable Proposal via email attachment no larger than 25MB
prior to 2:00 p.m. (Central time), August 21, 2026 to: contractinginfo@portsanantonio.us. Hard copies and
proposals sent by facsimile or links to data rooms or shared folders will not be accepted. Each submittal shall include
the requirements identified below with each section labeled by Selection Criteria. An email confirming receipt of
proposal will be sent by Contracting Officer. If an email is not received, the proposal was not received by Port San
Antonio.

Be sure to include the title of this RFP, “CMMC Remediation & Certification” in all communications when
inquiring and responding to this RFP.

IV. SCHEDULE OF EVENTS

Deadline for Submission of Questions August 3. 2026
Proposal due August 21, 2026 at 2:00 p.m. (CT)
Interviews, if necessary To Be Determined

V. SUBMITTAL DOCUMENT REQUIREMENTS & SELECTION CRITERIA

The Port will conduct a comprehensive, fair and impartial evaluation of all responses received in response to this
RFP. Responses will be evaluated by the appropriate Port staff for the purpose of seeking the proposal that provides
the best overall value to the Port. The criteria for evaluation of responses, and selection of the qualified
respondent(s), will be based on the factors listed below. If the Port elects to conduct interviews, Respondents may
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be interviewed and re-scored based upon these same criteria. The Port may also request additional information from
Respondents at any time prior to final approval of a selected Respondent. Respondents are requested to submit a
complete response to each of the following criteria. Responses requiring additional space should be brief and
submitted as an attachment to your submittal package. Please reference each response by its corresponding item
number. The Port reserves the right to select one, more, or none of the Respondents to provide the services. Final
approval of a selected Respondent may be subject to the action of the Port’s Board of Directors.

Considerations for selection in priority order are as follows:

1.

Technical Approach & Remediation Methodology (weight — 20 points)

Vendors must present a structured, evidence-based remediation framework tied directly to the Gap Analysis
Report delivered under RFP #1. The proposal must translate each identified control gap into a detailed,
actionable POA&M that assigns specific responsibilities, sets milestone deadlines, estimates resource
requirements, and prioritizes actions by risk impact, criticality, and dependency. Advisory support must cover
reviewing or drafting security policies and SOPs aligned to NIST 800-171A assessment objectives. Vendors
must also demonstrate implementation guidance capability for complex technical controls such as multi-factor
authentication (MFA), data encryption, audit logging, and incident response. Evaluators will assess clarity,
feasibility, prioritization logic, and traceability of the remediation approach to each CMMC Level 2 control
requirement.

Certification Pathway & Independence Structure (weight — 15 points)

Vendors must clearly demonstrate how they will guide PSA from its current remediation state to Full CMMC
Level 2 certification readiness while strictly maintaining CMMC-AB independence requirements. Because the
selected vendor will not conduct the official certification audit, the proposal must define how advisory and
assessment roles are clearly separated. Vendors should describe their working relationship with accredited
C3PAGOs, their understanding of the CMMC Assessment Process (CAP) v2.0, and how their advisory services
are structured to avoid conflicts of interest. The proposed certification pathway must account for both a Final
Level 2 and a Conditional Level 2 outcome, including POA&M closeout procedures and SPRS/eMASS
submission support.

CUI Enclave & Technical Capability (weight — 15 points)

Vendors must demonstrate hands-on technical expertise in validating control effectiveness within hybrid CUI
environments, specifically platforms in use at PSA: Microsoft Azure, Egnyte, and Barracuda. This includes
reviewing configuration changes, verifying control deployments, and confirming policy enforcement
mechanisms generate appropriate evidence — including logs, access control reports, encryption verification,
audit trails, and incident response test documentation. Vendors must be capable of conducting tabletop exercises
or mock incident drills to demonstrate operational readiness. Deliverables must include a Technical Validation
Log documenting each control's remediation status, evidence type, and residual risk rating. Evaluators will
assess technical rigor and practical DoD environment experience.

Schedule (weight — 15 points)

Vendors must provide a realistic, detailed project timeline for a 60—90 business day engagement, structured
around four integrated phases: POA&M Development (approx. 10 days), Technical Implementation Support
(approx. 40 days), Documentation & SSP Updates (approx. 20 days), and Pre-Assessment Validation Review
(approx. 10-20 days). The schedule must include a resource matrix showing staffing assignments, task
dependencies, and milestone delivery checkpoints. Milestones must align with PSA's internal operational
constraints and any DoD reporting deadlines. Evaluators will assess realism, specificity, and whether the
proposed timeline reflects a genuine understanding of PSA's remediation complexity.
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5. Documentation (SSP, Policies, Evidence) (weight — 10 points)
Vendors must demonstrate the ability to produce a complete, auditable certification-ready document

package. This includes revising PSA's System Security Plan (SSP) to accurately reflect all remediated
controls with traceable evidence, updating all relevant policies and procedures to align with CMMC Level
2 and NIST 800-171 requirements, and building updated evidence mapping tables that link each control to
screenshots, configurations, and records. A Remediation Summary Report must document all corrective
actions taken and closures confirmed. All deliverables must be formatted for compatibility with Microsoft
365 and Egnyte, and must be ready for upload to eMASS or SPRS. Quality will be measured by
completeness, consistency, formatting accuracy, and audit-readiness.

6. Experience & Past Performance (weight — 10 points)

Vendors must demonstrate organizational maturity and prior success in DoD cybersecurity compliance
engagements of similar scope. This includes providing at least two references from recent DoD or Defense
Industrial Base (DIB) clients where CMMC Level 2 or NIST 800-171 remediation and readiness services
were successfully delivered. Proposals must include profiles of key personnel assigned to this engagement,
with credentials such as Certified CMMC Professional (CCP), Certified CMMC Assessor (CCA), CISSP,
or CISA. Vendors should also describe any proprietary tools, templates, or frameworks used to manage
POA&M tracking and evidence validation. Evaluators will weigh personnel expertise, reference quality,
and the relevance and recency of comparable project experience.

7. Pricing (weight — 15 points)

Pricing shall be presented in a phased, milestone-based model showing cost by deliverable and labor
category. Acceptable structures include Firm-Fixed-Price (preferred for Phases 1-5 and 6), Time &
Materials with defined labor categories, or a hybrid. The cost of the formal C3PAO Certification
Assessment (Phase 6) and any POA&M closeout assessment (Phase 7) must be itemized separately from
advisory services. Travel and onsite costs must be itemized. Payment is milestone-based and tied to verified
deliverable acceptance (illustrative: 15% at enclave stand-up, 35% at remediation/SSP completion, 20% at
readiness report, 25% at certification assessment, 5% at POA&M closeout).

Below is the Evaluation Criteria Summary:
Evaluation Criteria Maximum Points

Technical Approach & Remediation Methodology 20
Certification Pathway & Independence Structure 15
CUI Enclave & Technical Capability 15
Schedule 15
Documentation 10
Experience & Past Performance 10
Pricing 15
Total Maximum Points 100
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VI

CONTRACT DOCUMENTS

The award under this RFP does not in and of itself create a binding agreement between the Port and the successful
Respondent. An agreement including all terms, conditions, pricing, exhibits, and attachments must be executed by
both the Port and the successful Respondent in order to create a binding enforceable agreement between the parties.

The form of the proposed contract is attached as Attachment 5. Respondents should review the proposed contract.
If Respondent has no proposed modifications, please indicate that in the Submittal. If Respondent has comments or
proposed changes to the document, please insert proposed modifications in “tracked-changes” (red-lined) format
using Microsoft Office or compatible software and shall accompany the Submittal. No other changes to the contract
will be considered following receipt of the Submittal.

VIIL

0w

AWARD OF CONTRACT & RESERVATION OF RIGHTS

The Port reserves the right to award one, more than one or no contract(s) in response to this RFP.

The Port may accept any proposal in whole or in part.

The Port reserves the right to accept one or more proposals or reject any or all proposals received in response
to this RFP and to waive informalities and irregularities in any proposal received. The Port also reserves
the right to terminate this RFP, reissue a subsequent solicitation and/or remedy technical errors in the RFP
process.

This RFP does not commit the Port to enter to an agreement or award any services related to this RFP, nor
does it obligate the Port to pay any costs incurred by Respondent in the preparation or submission of a
response or in anticipation of a contract.

If the Port determines, in its sole discretion, that the number of Proposals submitted exceeds the number at
which an efficient competition can be conducted, the Port may elect to short list the submittals to a pool of
the most highly rated submissions to permit an efficient competition.

Respondent understands, accepts and agrees, if selected, it and all persons designated by it to provide
services in connection with a contract, is/are and shall be deemed to be an Independent Contractor(s),
responsible for its/their respective acts or omissions, that the Port shall in no way be responsible for
Respondent’s actions and that none of the parties to this award shall have authority to bind the other or to
hold out to third parties that it has such authority.

The Port reserves the right to verify any and all information submitted by Respondents at any time during
the solicitation/evaluation process.

All submittals become the property of the Port upon receipt and shall not be returned. Any information
deemed to be confidential by Respondent clearly should be noted on the page(s) where confidential
information is contained; however, the Port cannot guarantee that it shall not be compelled to disclose all
or part of any public record under the Texas Public Information Act, since information deemed to be
confidential by Respondent may not be considered confidential under Texas law or pursuant to a Court
order.

Preservation of Contract Information. If this solicitation results in an award of a contract, the award and
contract may be subject to Texas Government Code, Chapter 552, Subchapter J.

Brand Identifier & Press. Neither party may use the other party’s name, logo, trade or service marks, or
similar branding indicia (each a “Brand Identifier”) without the other party’s prior written consent.
Respondent shall not make representations regarding a relationship between the parties as part of a press
release or publication without the prior written consent of Port San Antonio.

Port San Antonio encourages local and small business to submit as a prime contractor or to use local and/or
small businesses as subcontractors. Local contractors are those within the San Antonio region and the seven
adjacent counties. Small business are those businesses designated as “small” pursuant to the Small Business
Administration.
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ATTACHMENT 1 — Declaration

Entities submitting qualification statements shall execute by signature the attached Declaration of Non-Collusion,
Non-Conflict of Interest, and Anti-Lobbying and return the signed declaration with their response. The Declaration
form follows:
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ENTITY’S DECLARATION OF NON-COLLUSION,
NON-CONFLICT OF INTEREST, AND ANTI-LOBBYING
FOR
CMMC REMEDIATION & CERTIFICATION SERVICES

1. Neither I nor any of my officers, partners, owners, agents, representatives, employees, or parties in interest,
have in any way colluded, conspired, or agreed, directly or indirectly, with any person, firm, corporation or
other entity submitting a qualification statement on this project or potential participant in this procurement
action in regard to the terms or conditions of this qualification statement. I have not paid or agreed to pay,
directly or indirectly any person, firm, corporation or other entity submitting a qualification statement on this
project or potential participant in this procurement action, any money or anything of value in return for
assistance in obtaining or attempting to obtain the contract anticipated to result from this procurement action. I
will not pay any money or anything of value in the future for that purpose.

2. None of the deciding factors set forth in the Request for Proposal (RFP) or in the subsequent agreement were
my idea or the idea of anyone representing my company, unless the suggestion was made at a public meeting.

3. No officer or stockholder of my company is an employee of the Port, or is related to any employee or elected
official of the Port that will exercise authority in the selection of the project consultant.

4. My agents, representatives, sub-consultants and I will not undertake any activities or actions to promote or
advertise my proposal to any member of any technical evaluation team reviewing the proposals, member of the
Port Board or Port Staff except in the course of Port-sponsored inquiries, briefings, interviews or presentations
between the qualification/proposal statement submission date and award by the Port.

Signature Date

Printed Name

Title

Firm/Entity Name

Tax ID No.
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ATTACHMENT 2 - Insurance Requirements

Prior to the commencement of any work under this Contract, consultant shall furnish a completed Certificate of
Insurance to the Contracting Office, 907 Billy Mitchell Blvd, Suite 120, San Antonio TX 78226 or
contractinginfo@portsanantonio.us. The Certificate of Insurance shall be completed by an agent authorized to bind
the named underwriter(s) and their company to the coverage, limits, and termination provisions shown thereon, and
which shall furnish and contain all required information referenced or indicated thereon. The Port shall have no
duty to pay or perform under this Contract until such certificate shall have been delivered to the Contracting Office,
and no officer or employee shall have authority to waive this requirement.

The Port reserves the right to review the insurance requirements of this Article during the effective period of this
Contract and any extension or renewal hereof and to modify insurance coverage and their limits when deemed
necessary and prudent by the Authority’s Contracting Manager based upon changes in statutory law, court decisions,
or circumstances surrounding this Contract, but in no instance, will the Port allow modification whereupon the Port
may incur increased risk.

A consultant’s financial integrity is of interest to the Port therefore, subject to consultant’s right to maintain
reasonable deductibles in such amounts as are approved by the Port, consultant shall obtain and maintain in full
force and effect for the duration of this Contract, and any extension hereof, at consultant’s sole expense, insurance
coverage written on an occurrence basis, by companies authorized and admitted to do business in the State of Texas
and rated A- or better by A.M. Best Company and/or otherwise acceptable to the Port, in the following types and
amounts:

Commercial General Liability

Personal injury and property damage:
e $1,000,000.00 combined single limit each occurrence and
e $2,000,000.00 aggregate

Business Automobile Liability for all vehicles (owned/leased vehicles; non-owned
vehicles; hired vehicles)
Bodily injury and property damage:

e 5$500,000.00 combined single limit any one accident.

Umbrella Liability
e $1,000,000.00

Worker’s Compensation - Statutory Amount
Employer’s Liability - $500,000.00

The Port shall be entitled, upon request and without expense, to receive copies of the policies and all endorsements
thereto as they apply to the limits required by the Port, and may make a reasonable request for deletion, revision, or
modification of particular policy terms, conditions, limitations or exclusions (except where policy provisions are
established by law or regulation binding upon either of the parties hereto or the underwriter of any such policies).
Upon such request by the Port, the consultant shall exercise reasonable efforts to accomplish such changes in policy
coverage, and shall pay the cost thereof.
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Consultant agrees that with respect to the above required insurance, all insurance Contracts and Certificate(s) of
Insurance will contain the following required provisions.

e Name the Port, the Port and its officers, employees, and elected representatives as additional insured’s with
respect to operations and activities of, or on behalf of, the named insured performed under Contract with the
Port, with the exception of the workers’ compensation and professional liability policies;

e Provide for an endorsement that the “other insurance” clause shall not apply to the Port where the Port is an
additional insured shown on the policy;

e Workers’ compensation and employers’ liability policy will provide a waiver of subrogation in favor of the
Port.

Consultant shall notify the Port in the event of any notice of cancellation, non-renewal or material change in
coverage and shall give such notices not less than seven (7) days prior to the change, or ten (10) day notice for
cancellation due to non-payment of premiums, which notice must be accompanied by a replacement Certificate of
Insurance. All notices shall be given to the Port at the following address:

Port Authority of San Antonio
907 Billy Mitchell Blvd, Suite 120
San Antonio, Texas 78226-1802

If consultant fails to maintain the aforementioned insurance, or fails to secure and maintain the aforementioned
endorsements, the Port may obtain such insurance, and deduct and retain the amount of the premiums for such
insurance from any sums due under the Agreement; however, procuring of said insurance by the Port is an
alternative to other remedies the Port may have, and is not the exclusive remedy for failure of consultant to maintain
said insurance or secure such endorsement. In addition to any other remedies the Port may have upon consultant’s
failure to provide and maintain any insurance or policy endorsements to the extent and within the time herein
required, the Port shall have the right to order consultant to stop work hereunder, and/or withhold any payment(s)
which become due, to consultant hereunder until consultant demonstrates compliance with the requirements hereof.

Nothing herein contained shall be construed as limiting in any way the extent to which consultant may be held

responsible for payments of damages to persons or property resulting from consultant’s or its sub-consultants’
performance of the work covered under this Contract.
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ATTACHMENT 3 — General Information (Form A)

Project Name:

Business General Information:
Name of Business:

Doing business as:

Contact Person & title:

Mailing address:

Headquarters
address:

Telephone number:

Business email:
Tax I.D. No.:

State or Country of business
formation:

Professional Registration / License No.:

(i.e., architect’s license, engineer’s license)

Business Classification / Type:

(i.e., individual, partnership, LLC, corporation, governmental entity)

Number of Years in Business:

Name and Date of Predecessor Organization(s):

Local Presence:
If your company maintains an office in the San Antonio area, please provide the following:
Address:

Total number of local employees:

Number of years in the San Antonio area:

Office Personnel
List principals and titles:

Total number of employees in firm:

NAICS Codes:
Primary NAICS Code(s):

If the NAICS Code is unknown, please refer to www.sba.gov/size or provide a description of
your materials and/or services:
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Joint Venture:
Attach a letter from each joint venturer on the proposed team, confirming that they have been contacted
and are prepared to participate in this project.
If joint venture, provide the name of participating firms & percentage of control.
Firm Name: % of Control:

Subcontractors / Subconsultant:
If known, attach a letter from each subcontractor / subconsultant on the proposed team, confirming that
they have been contacted and are prepared to provide services for this project. Each subcontractor /
subconsultant should complete this form as well.
If subcontractor / subconsultant is engaged, provide the name of participating firms and the
% work anticipated by subcontractor / subconsultant.
Firm Name: % of work:

Insurance

Is Firm able to secure insurance coverage as described in the proposed contract?
Yes No
O O

Other Considerations:

Describe the quantity and nature of any work, interest in work, partnership interest, land ownership or
other interest in any project, property or business dealing within the proposed project area or past or current
business relationship which may give rise to a potential conflict of interest for your firm or associated
firms in the execution of this project.
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ATTACHMENT 4 — Scope of Work

1. Services provided. Contractor shall perform the following Services, on an as needed basis, and as
requested by the Port San Antonio. Services may vary in nature and may include, but shall not be
limited to, the following activities (the “Services”):

e  PSA has completed the Gap Analysis & Readiness Assessment phase of its compliance roadmap. SteelToad
Consulting LLC performed a formal, objective-level evaluation of PSA’s current-state information systems
against all 110 NIST SP 800-171 Rev. 2 requirements and documented the findings in three companion
deliverables that collectively form the baseline for this solicitation:

o System Security Plan Analysis Report (SteelToad, May 20, 2026) — control-by-control assessment
of the SSP against the 320 assessment objectives, with specific POA&M recommendations for
each requirement;

o Remediation and Sustainment Report — results of the technical review of the information
system; and

o Gap Assessment Workbook — the scored requirement- and objective-level results.

The baseline results establish the starting position for the work solicited here. As of the May 2026
assessment:

Measure Met Not Met Not Rated Total

NIST SP  800-171 Rev. 2

Requirements (Controls) 2 60 21 110

NIST SP 800-171A Assessment

Objiesiies 89 148 &3 320

e Current SPRS / DoDAM implementation score: —071 out of a maximum possible 110. Open POA&M items
carried from the gap analysis: 163. These figures confirm a substantial remediation effort is required to
reach a defensible MET posture across the 110 requirements.

e Arecurring theme throughout the SteelToad assessment is that PSA’s existing SSP narratives were generic
and did not demonstrate fulfillment of the assessment objectives at the artifact level. The remediation
work must therefore deliver objective-level evidence — named configuration exports, policies,
inventories, logs, and records mapped to each of the 320 assessment objectives — not merely tooling
descriptions.

e PSA’s objectives for this engagement are:

o Certification as the outcome. Achieve a CMMC Level 2 status by undergoing a formal C3PAO
Certification Assessment, with results recorded in SPRS / CMMC eMASS on or before October 31,
2026.

o Close all baseline gaps. Remediate the 60 NOT MET requirements, resolve the 21 NOT RATED
requirements, and validate the 29 MET requirements so that all 110 NIST SP 800-171 Rev. 2
requirements are implemented and evidenced against the 320 assessment objectives.
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Establish a scoped CUI enclave. Design, build, and document a dedicated CUI enclave (“PSA-EN”)
that minimizes the CMMC assessment scope and isolates the storage, processing, and
transmission of CUI from PSA’s broader enterprise environment.

Deliver a living SSP and policy set. Produce an authoritative, maintainable System Security Plan
that defines the system boundary, environments of operation, and how each of the 110
requirements is satisfied, supported by a complete policy and procedure library.

Maximize the SPRS score and minimize POA&M reliance. Drive the DoDAM score from -071 to
a fully MET posture wherever feasible, using a DoD-compliant POA&M only as a contingency for
the limited set of requirements eligible under 32 CFR § 170.21.

Build sustainment capability. Transfer knowledge to PSA’s internal team so the certified posture
can be maintained, affirmed annually, and re-assessed at the three-year cycle.

Relationship to PSA’s Internal Effort
e PSA’s Information Technology and Cybersecurity team is actively engaged in this effort and is currently (a)

updating the System Security Plan, (b) designing the CUI enclave called for by the gap analysis, and (c)

working the open POA&M items. The selected vendor is expected to lead, accelerate, and validate this

work — not to start from zero — and to integrate with the internal team under a single, jointly managed

project plan.

e  PSA operates a hybrid environment. The selected vendor must work within and build upon the following

in-place technology stack (as referenced in the gap analysis and PSA documentation); substitutions must

be justified and approved by PSA:

Function In-Place Technology

RFP (2026v)

Identity & access

Microsoft Entra ID (Azure AD), on-premises Active Directory, Conditional
Access, Intune (MDM/MAM)

Microsoft Defender XDR, Bitdefender GravityZone, ThreatLocker (zero-trust

Endpoint & EDR allowlisting)

Network & boundary Sonicwall / Cisco infrastructure; Barracuda

Detection & monitoring Darktrace Al; Microsoft Defender / SIEM telemetry; ThreatLocker Detect
Data, storage & CUI Egnyte; Microsoft 365 / SharePoint / OneDrive

Backup & resilience Barracuda Backup (immutable / encrypted)

Management & RMM Atera RMM; IT ticketing / ITSM
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The CUI Enclave (PSA-EN)

e The gap analysis concluded that PSA should establish a clearly bounded CUI enclave to make the
environment assessable and to limit scope. The vendor shall design and stand up the PSA-EN enclave as a
logically (and where appropriate physically) segmented environment in which all CUl is stored, processed,
and transmitted, with enforced boundary protection, FIPS-validated cryptography, and managed access.
All assets must be categorized per the CMMC Level 2 Scoping Guidance into the following classes, and the
resulting asset inventory and network diagram must be reflected in the SSP:

Asset Category ‘ Treatment in Scope
CUI Assets In scope — fully assessed against all applicable requirements.

In scope — assessed against requirements relevant to the protections they

Security Protection Assets (SPA) e

Contractor Risk Managed Assets

(CRMA) In scope — managed per policy; documented and risk-managed.

In scope — documented in SSP and risk-managed; assessed per CMMC
scoping.

Specialized Assets

e  Existing network diagrams (2026 PSA Network Diagram and Visio PSA Network Diagram) will be provided

as a starting point and must be updated to depict the final enclave boundary, CUI data flows, and managed
access control points.

Reference Documents Provided to Awarded Vendor
e Upon execution of an NDA, PSA will provide the following baseline and supporting materials:

o SteelToad SSP Analysis Report (May 2026) — control-by-control findings and POA&M
recommendations;

SteelToad Remediation and Sustainment Report and Gap Assessment Workbook;

Current System Security Plan and the POA&M log (163 open items) and Evidence Index template;
DoDAM / SPRS scoring workbook (current score -071);

Network diagrams, asset inventories, and existing policy/procedure library;

O O O O

o Customer Responsibility Matrix templates for cloud/ESP services.

e The engagement is organized into seven sequential and partially overlapping phases. Activities in Phases
1-5 constitute remediation and advisory services. Phase 6 is the independent formal Certification
Assessment; Phase 7 is POA&M closeout. Section 5 (Independence) governs the relationship between
advisory and assessment work.

Phase 0 — Mobilization and Project Management
e Establish an integrated project team with PSA’s Cybersecurity & Technology Manager as project
sponsor; deliver a Project Management Plan, RACI, communications plan, and risk register.

e Conduct a kickoff workshop; validate the baseline gap analysis findings, the 163-item POA&M log, and
the —071 SPRS score; confirm scope and the October 31, 2026 end date.

e Stand up a secure, access-controlled evidence repository and the document traceability matrix
structure.
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e Provide weekly status reporting, a burn-down of NOT MET / NOT RATED requirements, and milestone
tracking against the certification date.

Phase 1 — Scoping and CUI Enclave Architecture & Build
e Finalize the CMMC Assessment Scope and asset categorization (Section 3.2); produce the authoritative

asset inventory and updated network/data-flow diagrams.

e Design the PSA-EN enclave architecture: boundary protection, network segmentation/VLANs and
managed access control points, DMZ separation for public-facing components, and full-tunnel VPN
with split-tunneling disabled (addresses AC.L2-3.1.12 through 3.1.14, SC.L2-3.13.1-3.13.7).

e Implement FIPS 140-2/140-3 validated cryptography for CUI at rest and in transit, including BitLocker
(FIPS mode), TLS 1.2/1.3, VPN cipher suites, and portable media encryption; document CMVP
certificate numbers (SC.L2-3.13.8, 3.13.10, 3.13.11, 3.13.16; AC.L2-3.1.19; MP.L2-3.8.6).

e Build and validate the enclave migration plan for CUI data, applications, and users; confirm out-of-
scope isolation.

Phase 2 — Control Remediation and POA&M Execution
e The vendor shall remediate every requirement that is NOT MET or NOT RATED and validate those

currently MET, working family-by-family from the SteelToad findings or any other not visible from own
assement. Each remediation must produce named, objective-level evidence. The work spans all fourteen
control families:

Representative Remediation Workstreams (from baseline findings)

Authorized user/device/process inventories; RBAC role-permission matrix; least-privilege
& privileged-account inventory; session lock/termination; remote-access policy &
monitoring; wireless authorization; mobile device & external-system controls; portable
storage limits; public-information review.

AC — Access Control

AT — Awareness & Formal security awareness program with role-based and insider-threat content; LMS

Training delivery and completion tracking; refresher cadence.

AU — Audit & Defined auditable events & record content; retention schedule; SIEM correlation; audit-
. failure alerting; authoritative time source (NTP); audit protection & management

Accountability

separation.

Baseline configurations & inventory (CIS/STIG); configuration enforcement; change-
CM — Configuration Mgmt management/CCB; security impact analysis; least functionality; application allow/deny-
listing (WDAC/AppLocker); user-installed software control.

Unique identification of users/processes/devices; MFA for local & network privileged and
IA — Identification & Auth  network non-privileged access; replay-resistant auth; identifier reuse/handling; password
policy; cryptographically protected passwords.

Incident Response Plan across all lifecycle phases; internal/external reporting (DIBNet,

LS S GRS 72-hour DFARS 7012); annual IR testing / tabletop with after-action reports.

Maintenance policy & logs; controlled tools/personnel; equipment sanitization (NIST SP
MA — Maintenance 800-88); media inspection; MFA + termination for nonlocal maintenance; supervision of
unauthorized personnel.
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Representative Remediation Workstreams (from baseline findings)

Media protection/storage; access control; sanitization & destruction records; CUI markings
MP — Media Protection (NARA); transport accountability; portable & backup encryption; prohibition of unowned
devices.

Pre-access screening policy & records; HR/IT offboarding workflow for

PS — Personnel Securit L S .
Y termination/transfer with timely account disablement.

Physical access authorization & controls; facility & infrastructure monitoring; visitor
PE — Physical Protection escort/badging; physical access logs; access-device management; alternate work-site
safeguards.

Risk assessment methodology & cadence (NIST SP 800-30); vulnerability scanning
RA — Risk Assessment program (authenticated, scheduled, out-of-cycle for KEV/NVD); risk-based remediation
timelines & risk register.

Security control assessment plan & cadence; operational POA&M process; continuous

CA — Security Assessment monitoring strategy; development & maintenance of the SSP (foundational).

Boundary protection; security engineering principles; role separation; shared-resource
control; deny-all/permit-by-exception; split-tunnel prevention; FIPS data-in-transit/at-rest;
key management; collaborative-device, mobile-code, VoIP controls; session authenticity.

SC — System & Comms
Protection

Flaw remediation with defined timelines; malicious-code protection at designated
locations; security alerts/advisories; system & file scanning; monitoring for attacks and
unauthorized use.

SI — System & Info
Integrity

e As each item is remediated, the corresponding POA&M log entry shall be updated and closed with
validation evidence, and the running SPRS score shall be recalculated and reported.

Phase 3 — Living SSP and Policy / Procedure Library
e The vendor shall deliver a complete, maintainable System Security Plan that satisfies CA.L2-3.12.4 and

serves as the authoritative compliance document. The SSP must, at minimum:

o Describe the CMMC Assessment Scope and a clearly defined system boundary identifying all in-
scope assets (PSA-EN);

o Describe the environment(s) of operation — physical and logical — where CUI is processed,
stored, or transmitted;
Identify any non-applicable requirements with documented rationale and approval;
Describe, with artifact references, how each of the 110 requirements is implemented;
Document relationships and connections to other systems and external service providers (with a
Customer Responsibility Matrix for each cloud/ESP);

o Define a review/update frequency (at least annually and upon significant change) and carry
version history.

e The vendor shall also deliver or revise the full supporting policy and procedure set (Access Control, Audit
& Accountability, Awareness & Training, Configuration Management, Identification & Authentication,
Incident Response, Maintenance, Media Protection, Personnel Security, Physical Protection, Risk
Assessment, Security Assessment, System & Communications Protection, and System & Information
Integrity).
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Phase 4 — Evidence Assembly and Traceability Matrix
o Populate a Document Traceability Matrix mapping all 110 requirements and 320 objectives to named

evidence artifacts (policy, procedure, configuration export, inventory, log, or record).

o Assemble a minimum-necessary, read-only assessor evidence package; verify each artifact is current,
attributable, and objective-aligned.

o Maintain the Evidence Index (owner, type, control families supported, frequency, storage location).
Phase 5 — Readiness (Mock) Assessment

o Conduct a full readiness assessment that replicates C3PAO assessment conditions under the CMMC
Assessment Process — examine, interview, and test — across all 110 requirements.

o Deliver a Readiness Validation Report with a predicted SPRS score, a list of any residual NOT MET items,
and a remediation sprint plan to close them before the formal assessment.
o Coach PSA personnel so they can demonstrate operational proficiency during assessor interviews.
Phase 6 — Formal CMMUC Level 2 Certification Assessment (C3PAQO)

o The capstone deliverable is the formal CMMC Level 2 Certification Assessment, conducted by an
authorized C3PAO assessment team under the CMMC Assessment Process and 32 CFR Part 170. The
assessment team shall execute the assessment, determine MET/NOT MET for each requirement, calculate
the final score, render a Conditional or Final Level 2 status determination, and ensure the result is
recorded in SPRS / CMMC eMASS by October 31, 2026. This phase is subject to the independence
requirements in Section 5.

Phase 7— POA&M Closeout (Contingency)
o If the assessment results in a Conditional Level 2 status, the vendor team (advisory side) shall support

closure of all POA&M items and coordinate the POA&M closeout assessment within the 180-day window
required by 32 CFR § 170.21, converting the status from Conditional to Final.

o Critical compliance constraint. Under ISO/IEC 17020 impartiality requirements and the CMMC
Program (32 CFR Part 170) administered by the Cyber AB / CMMC Assessor and Instructor
Certification Organization (CAICO), the organization and personnel that perform the formal
Certification Assessment (Phase 6) must be free of conflicts of interest with the Organization
Seeking Certification. A C3PAO generally may not assess a client for which it provided the
consulting, remediation, or implementation services being assessed.

o Accordingly, the firm or personnel performing the remediation and advisory services in Phases 1-5 may
not be the same firm or personnel that conduct the formal Certification Assessment in Phase 6. Proposers
may satisfy this requirement by either:

o Firewalled C3PAO. Being an authorized C3PAO that maintains a documented organizational and
personnel firewall — acceptable to the Cyber AB — between its advisory practice and its
assessment practice, with no overlap of personnel between the Phase 1-5 team and the Phase 6
assessment team; or

o Teaming arrangement. Teaming with an independent authorized C3PAO to deliver the
Certification Assessment, where the assessment team had no role in designing or implementing
PSA’s remediation.
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Proposals must clearly disclose the proposed structure, name the authorized C3PAO that will conduct the

assessment, confirm that C3PAQO’s current authorization status, and describe the conflict-of-interest

safeguards that will be enforced. PSA reserves the right to contract the Certification Assessment

separately if necessary to preserve independence.
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Deliverables

Project Management Plan, RACI, risk
register, evidence repository

Finalized assessment scope, asset
inventory, updated network & CUI data-
flow diagrams

PSA-EN enclave architecture & build
(segmentation, boundary, FIPS crypto)

Remediation of 60 NOT MET + 21 NOT
RATED requirements; validation of 29
MET

Updated & closed POA&M log;
recalculated SPRS score

Living System Security Plan (CA.L2-
3.12.4 compliant)

Complete policy & procedure library (14
families)

Document Traceability Matrix + assessor
evidence package

Readiness Validation Report (mock
assessment)

CMMC Level 2 Certification Assessment
& status determination

POA&M closeout & closeout assessment
(if Conditional)

‘ Acceptance Criterion
Approved by PSA sponsor; weekly reporting cadence
established

All assets categorized per CMMC scoping; boundary defined

Enclave operational; CMVP certificate numbers documented

Objective-level evidence for all 110 requirements / 320
objectives

Running burn-down; target score reported

All eight SSP objectives satisfied; version-controlled
Approved and published; mapped to requirements
Every objective mapped to a named artifact

Predicted score > certification threshold; residual list closed

Conditional or Final Level 2 status recorded in SPRS / CMMC
eMASS by Oct 31, 2026

All POA&M items closed within 180 days; Final status achieved
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ATTACHMENT 5 - Contract for Services

GENERAL SERVICES AGREEMENT
Vendor:
Contract Number:

This General Services Agreement (the “Agreement”) is entered into as of this day of ,

20

(the “Effective Date”) by and between the Port Authority of San Antonio (the “Port San

Antonio”), a Texas defense base development authority and political subdivision of the State of Texas,?
with its headquarters located at 907 Billy Mitchell Blvd., Suite 120, San Antonio, Texas 78226, and
[Vendor], a [type of legal entity (i.e., Texas limited liability company, Delaware corporation)] (hereinafter
referred to as “Contractor” or “Consultant”), an independent contractor, with its principal place of business
at [Vendor’s complete address], for [name of project or services]. Port San Antonio and Contractor are
individually referred to as “Party” or collectively as the “Parties.”

1. Definitions

a.

“Deliverables” shall mean those items specifically identified in writing in the Scope of Services as
a deliverable or the output created specifically for or commissioned by Port San Antonio as the
result of work performed by Contractor during a project.

“Goods” shall mean the equipment, products, supplies, parts, materials, and/or other tangible items
supplied by Contractor to Port San Antonio and identified in the Scope of Services and any related
support, consulting, training, installation, maintenance, and/or other services incidental to Port San
Antonio’s use of the Goods.

“Scope of Services” means the document attached hereto as Attachment A.

“Services” shall mean the services Contractor has been engaged to provide to Port San Antonio as
further described in the Scope of Services, and unless agreed otherwise by the parties in writing,
includes all labor, tools, equipment and machinery, parts and materials required to fulfill
Contractor’s obligations.

“Software” shall mean the software programs and related program updates and documentation
supplied by Contractor to Port San Antonio and identified in the Scope of Servies and any related
support, consulting, training, installation, maintenance, and/or other services incidental to Port San
Antonio’s use of the Software.

2. Services

a.

Contractor agrees to perform the Services described in Attachment A entitled “Scope of Services
and Compensation.”

3. Term & Termination

a.

b.

Term. The initial term of this Agreement will commence on [Date 1] and will continue through
11:59 p.m. (Central time) on [Date 2] (the “Initial Term”). This Agreement may be renewed for
additional periods (each, a “Renewal Term,” and together with the Initial Term, the “Term”) upon
written consent by both parties.

Suspension of Services. Port San Antonio may suspend Contractor’s Services upon seven (7) days’
written notice.

2 Pursuant to Texas Local Government Code § 379B.

RFP (2026v) Page 20 of 38



c. Termination for Cause. If either party believes that the other party has failed in any material respect
to perform its obligations under the Agreement, then that party shall provide written notice to the
other party describing the alleged failure in reasonable detail. If the breaching party does not,
within thirty (30) days after receiving such written notice, either (a) cure the material failure or (b)
if the breach is one that cannot reasonably be cured within thirty (30) days, commence and continue
to diligently pursue a cure satisfactory to the non-breaching party, then the non-breaching party
may terminate the Agreement, in whole or in part, “For Cause” by providing written notice to the
breaching party.

d. Termination by Law. If any state or federal law or regulation is enacted or promulgated which
prohibits the performance of any of the duties herein, or, if any law is interpreted to prohibit such
performance, this Agreement shall automatically terminate as of the effective date of such
prohibition.

e. Termination for Insolvency. Either party shall have the right to immediately terminate the
Agreement, by providing written notice to the other party, in the event that (i) the other party
becomes insolvent, enters into receivership, is the subject of a voluntary or involuntary bankruptcy
proceeding, or makes an assignment for the benefit of creditors; or (ii) a substantial part of the
other party’s property becomes subject to any levy, seizure, assignment or sale for or by any
creditor or government agency.

f. Termination at Will. Either Party shall have the option to terminate this Agreement, without cause,
by providing the other Party thirty (30) days’ written notice.

g. Cessation of Work. Upon receipt of a written termination notice, Contractor shall cease all work.
In the event of termination, Contractor shall deliver to Port San Antonio all work, whether
complete or partially complete. Such work shall be delivered in a form acceptable to Port San
Antonio within five (5) business days of Contractor’s receipt of a notice of termination For Cause,
and within thirty (30) calendar days of Contractor’s receipt of any other notice of termination. Port
San Antonio will reimburse Contractor for approved work accomplished up to the point of
termination notice receipt. Within thirty (30) calendar days of the effective date of completion or
termination or expiration of this Agreement, Contractor shall submit to Port San Antonio its claim
for monies owed by Port San Antonio for services performed under this Agreement through the
effective date of termination. Failure by Contractor to submit its claims within said thirty (30)
calendar days shall negate any liability on the part of Port San Antonio and constitute a waiver by
Contractor of any and all right or claim to collect moneys that Contractor may rightfully be
otherwise entitled to for services performed pursuant to this Agreement.

h. Continuation of Services. Regardless of how the Agreement is terminated, Contractor will affect
an orderly transfer to Port San Antonio or to such persons as Port San Antonio may designate, at
no additional cost to Port San Antonio, all completed or partially completed documents, papers,
records, and other materials or information produced as a result of or pertaining to the Services
rendered by Contractor, or provided to Contractor. Any record retention shall be completed within
thirty (30) calendar days of written termination notice. Final payment of compensation due or to
become due to Contractor is conditioned upon delivery of such documents, if requested.
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4. Payment

a.

Invoices. Contractor shall submit a valid invoice to Port San Antonio (Attn: Accounts Payable
Office), 907 Billy Mitchell Blvd., Suite 120, San Antonio, Texas 78226, or to
accountspayable@portsanantonio.us (copying ContractingInfo@portsanantonio.us) within fifteen
(15) days of completed monthly progressive services in accordance with the terms represented in
Contractor’s proposal for delivery of the scope of work. Invoices shall include sufficient detail so
that invoiced amounts can be matched to the Services, Goods or Software provided. Such detail
shall include all applicable information - details of Services provided and on what dates, contract
numbers, purchase order numbers, the Port building number and/or the service address,
information regarding Goods and Software and the delivery of such products. Port San Antonio
will make payment within thirty (30) days of receipt of a valid invoice. Port San Antonio shall not
be required to pay any invoices that are issued more than sixty (60) days after the end of the month
during which fees accrued.

Expenses. Unless otherwise approved by Port San Antonio in writing in advance, Contractor shall
bear all of its expenses in connection with this Agreement.

Disputed Amounts / Late Payments. If there is a dispute with respect to any portion of an invoice,
Port San Antonio shall pay the undisputed portion and provide written details specifying the basis
of any dispute. If Port San Antonio fails to pay when due any properly invoiced and undisputed
amount, Contractor may be entitled to interest for overdue payments pursuant to the Texas Prompt
Payment Act.

Taxes. Port San Antonio is a Texas defense base development authority and a political subdivision
of the State of Texas, and as such, is a public tax-exempt organization. Port San Antonio is exempt
from certain sales and use taxes with respect to the purchase price or rental price of all materials,
supplies, equipment and consumables that are used by Contractor in performance of the
Agreement, and Contractor shall not invoice or charge Port San Antonio for such taxes. Contractor
will be provided with a sales tax exemption certificate upon request for such purchases or rentals.

5. Independent Contractor

a.

Independent Contractor. Contractor shall provide to Port San Antonio the personal and technical
consulting services hereunder. Contractor shall act in accordance with its own expertise,
experience, manner, and methods and through its own duly authorized employees or agents and
shall comply with all applicable laws, rules, and regulations governing the performance of
Services. The parties recognize that Contractor is an independent contractor and not an employee,
agent, partner, joint venture affiliate, or legal representative of Port San Antonio. Contractor at no
time will hold itself out as an agent, subsidiary, or affiliate of Port San Antonio for any purpose,
including reporting to any governmental authority, and shall have no authority to bind Port San
Antonio to any obligation. The personnel performing the Services shall at all times be under
Contractor’s exclusive direction and control and will be employees of Contractor and not
employees of Port San Antonio. Contractor shall pay all wages, salaries, and other amounts due
its employees in connection with this Agreement and shall be responsible for all reports and
obligations respecting them, such as social security, income tax withholding, unemployment
compensation, workers’ compensation and similar matters. Contractor shall be liable for failure to
pay such taxes and hereby indemnifies and agrees to hold Port San Antonio harmless from and
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against any loss, cost, or expense incurred by Port San Antonio due to failure of Contractor to
withhold any such taxes or to make such contributions in respect to any compensation Port San
Antonio pays to Contractor.

b. Personnel Under Control of Consultant. The personnel performing Services under the Agreement
shall at all times be under the control of Contractor. Contractor shall be fully liable for all acts and
omissions of its employees, subcontractors, or other personnel assigned by Contractor to perform
Services, and shall be specifically responsible for sufficient supervision and examination to assure
compliance in every respect with the Agreement requirements.

c. Qualification. Contractor’s personnel assigned to the project shall possess sufficient skills and
expertise, and provide any certification(s) to prove qualifications as required to satisfactorily meet
all specifications and obligations of Contractor under this Agreement consistent with Contractors
providing similar types of services in the industry. Port San Antonio retains the right to reject or
require Contractor to remove any employee whose qualifications or performance that, in Port San
Antonio’s good faith and reasonable judgment, do not meet the standards established by both
parties necessary for performance of the Services hereunder.

d. Key Personnel. The role of [x], as key personnel and point of contact assigned to this Project, is
approved by Port San Antonio. Contractor agrees that it shall obtain the written consent of Port
San Antonio’s President & CEO or his designee prior to modifying, changing and/or deleting any
key personnel assigned to this Project.

e. Port San Antonio Property. Contractor shall only use Port San Antonio’s equipment, facilities,
personnel, and office space as reasonably necessary for the performance of Services as agreed
upon by Contractor and Port San Antonio. All Port San Antonio property in the possession or
control of Contractor including, but not limited to, specifications, documentation, and building
entry keys and cards, as well as all material developed or derived by Contractor in performing
Services under the Agreement, will be returned by Contractor to Port San Antonio on demand, or
at the termination of the Agreement, whichever shall come first.

f. Safety & Security. Port San Antonio is committed to the highest safety and security standards on
behalf of its employees and customers. In performance of the Services, Contractor personnel must
comply with Port San Antonio’s safety and security requirements, as they may be modified from
time to time, including but not limited to on-site security requirements and security policies. If
Contractor is provided access to a Port San Antonio’s customer premises, Contractor agrees to
comply with the customer’s safety and security policies and requirements.

6. Subcontracting
a. Port San Antonio encourages the use of local and small business as subcontractors. Local
contractors are those within the San Antonio region and the seven adjacent counties. Small
business are those businesses designated as “small” pursuant to the Small Business Administration.

b. Subcontractors. Contractor agrees that any Subcontractor not part of the initial team will require
Port San Antonio’s written consent prior to the assignment of any subcontractor to perform any of
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the Services hereunder. Requests for approval should (1) identify the subcontractor and the work
to be performed, (ii) include the contract number, and (iii) be sent to the point of contact (identified
in Section 16 (Notices) below) with a copy to ContractingIlnfo@portsanantonio.us. No such
approval shall relieve Contractor from any of the obligations of the Agreement with Port San
Antonio. Contractor shall require each subcontractor, to the extent Services are performed by the
subcontractor, to be bound by the terms of the Agreement and to assume towards Port San Antonio,
to the extent applicable, all the responsibilities and obligations which Contractor by the Agreement
assumed towards Port San Antonio. Contractor further agrees that it will remain primarily
responsible for the Services performed under this Agreement, unless Port San Antonio and
Contractor agree otherwise, and Contractor will supervise the work of subcontractor to ensure that
the work performed relating to the Services is in accordance with applicable professional
standards. Contractor shall keep such records and furnish reports and information relative to the
subcontractor or subcontractor’s employees, agents, etc. as Port San Antonio may reasonably
request.

7. Work Product

a.

As part of the total compensation which the Port has agreed to pay Contractor for the services to
be rendered under this Agreement, Contractor agrees that all finished and unfinished material
produced by Contractor is property of Port San Antonio. Contractor shall not use such work
products for Contractor’s purposes unless Contractor receives advanced written permission from
the Port.

All work product, including, but not limited to, documents, strategic material, plans,
correspondence, agreements and reports, and all parts thereof, which are prepared in the
performance of this Agreement will be the exclusive property of Port San Antonio. There will be
no limitations upon Port San Antonio as to subsequent use of the materials, plans, or ideas
incorporated into the work product and Port San Antonio will have the full and free right to use
such property at its discretion, either directly or through agents or otherwise without further
compensation paid to Contractor, however, Port San Antonio does agree to release Contractor of
any liability related to the reuse of the materials, or reports by others.

Consultant will retain a non-exclusive, royalty-free license to use any such documents, concept,
product or process produced by or resulting from the Services rendered by Consultant. Consultant
retains the ownership of any of its intellectual property used in the creation of the documents
whether incorporated in the documents or not.

8. Records

a.

Records. Contractor shall retain any and all documents and accounting records produced as a result
of this Agreement for a period of four (4) years (hereafter referred to as “retention period”) from
the date of termination of this Agreement and cause its sub-contractors to do the same. All records
shall be made available to Port San Antonio and/or any Port San Antonio grantor agency for
inspection, audit, or copying upon reasonable request. If, at the end of the retention period, there
is litigation or other questions arising from this documentation or the services provided, Contractor
shall retain the records until the resolution of such litigation or other such questions.
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b. Preservation of Contract Information. The requirements of Subchapter J, Chapter 552, Texas
Government Code, may apply to the Agreement and Contractor agrees that the contract can be
terminated if Contractor knowingly or intentionally fails to comply with a requirement of that
subchapter.

9. Application of Law, Adherence to Laws, Data Privacy
a. Applicable Law and Venue. The Agreement is performable in San Antonio, Bexar County, Texas,
and is governed by the laws of the State of Texas. The parties hereto agree that any action related
to this Agreement will be brought solely and exclusively in the District Court of Bexar County,
Texas.

b. Adherence to Laws. Contractor agrees that in carrying out its duties and responsibilities under this
Agreement, it shall neither undertake nor cause, nor permit to be undertaken, any activity which
either (i) is illegal under any laws, decrees, rules, or regulation in effect in the United States; or
(i1) would have the effect of causing Port San Antonio to be in violation of any laws, decrees, rules,
or regulations in effect in the United States. Contractor will protect, defend and indemnify Port
San Antonio and its officers, Board members, employees and agents against any claim or liability
from or based on any violation of the same.

c. Solicitation of Business. Contractor agrees that in connection with this Agreement, it shall not,
directly or indirectly, give, offer, or promise, or authorize to be given, offered, or promised,
anything of value to any entity or individual with the intent to (i) influence any act or decision of
such entity or individual, or (i1) induce such entity or individual to use their influence to affect or
influence any act or decision in order to assist Port San Antonio. Contractor agrees to notify Port
San Antonio immediately of any solicitation, demand, or other request for anything of value, by
or on behalf of any entity or individual, relating to the subject matter of this Agreement.

d. Licenses & Permits. Contractor shall obtain all necessary permits, licenses, and any other forms
of documentation required to deliver the Goods, Software, and/or Deliverables and to perform any
Services provided hereunder at its sole cost unless the law or regulation governing such permitting
or licensing requires that Port San Antonio do so. Upon request, Contractor shall promptly furnish
Port San Antonio copies of all permits, licenses or other documentation applicable to the
Agreement.

e. Data Privacy. Contractor agrees that if, as part of the performance of the Agreement, it has
possession of, or access to, any data that is subject to legal or regulatory privacy or security
requirements under the laws of any jurisdiction where Contractor or Port San Antonio or a third
party to whom the data belongs or to whom it refers is located, it shall comply with such laws, and
shall not do anything or omit to do anything which would cause Port San Antonio or any third
party associated with Port San Antonio (including without limitation, a Port San Antonio
customer) to breach any such laws. Contractor shall not sell or use Port San Antonio data other
than as may be expressly authorized by Port San Antonio. Contractor shall not transfer (logically
or physically) Port San Antonio data to any country or territory outside the United States of
America unless required in Contractor’s performance under the Agreement, provided Contractor
notifies Port San Antonio prior to such transfer. Contractor shall not provide Port San Antonio data
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to any subservice or subcontractor unless expressly authorized by Port San Antonio. Contractor
shall track the usage of Port San Antonio data and maintain the ability to immediately destroy or
sanitize Port San Antonio data at the written request of Port San Antonio, which shall not exceed
24 hours after Port San Antonio’s request.

10. Confidentiality

a. Confidential Information. The parties understand and acknowledge that they may, from time to
time, disclose and receive Confidential Information. The following information is “Confidential
Information”: the terms of the Agreement, and all information exchanged by or on behalf of the
parties during negotiations culminating in the Agreement and during the Term of the Agreement;
any information related to a party’s performance of, or failure to perform, the Agreement; any
information that is marked or designated as “Confidential” at the time of disclosure; any
information related to that party’s assets, liabilities, finances, business strategies, product
development plans, operations, technology, know-how, trade secrets, inventions, techniques,
processes, source code, schematics, designs, network topology, network and data storage
information, customers, vendors, and personnel; and all other information that a reasonable person
would understand to be confidential given the nature of the information and/or the circumstances
of disclosure. During the Term of the Agreement and thereafter, the receiving party will not (i) use
the Confidential Information except to perform its duties and obligations under the Agreement or
(i1) disclose the Confidential Information to any third party without the prior written consent of
the disclosing party, except that the receiving party may disclose the Confidential Information to
its employees, agents, and representatives who need to know the information to represent or advise
it with respect to the subject matter of the Agreement, and who are bound by written non-disclosure
obligations at least as stringent as those stated in the Agreement. The receiving party shall take
reasonable measures to prevent any unauthorized disclosure by its employees, agents, and
representatives. In no event shall the receiving party use the disclosing party’s Confidential
Information to reverse engineer products or services of the disclosing party. The receiving party’s
obligations with respect to the Confidential Information also extend to any third party’s proprietary
or confidential information disclosed by the disclosing party to the receiving party under the
Agreement.

b. Non-Protected Information. This confidentiality obligation will not apply to the extent that the
receiving party can demonstrate that: (i) the Confidential Information is available to the public at
the time of disclosure; (i1) the Confidential Information thereafter becomes available to the public,
except by breach of the provisions of the Agreement or violation of law or other agreement; (iii)
the receiving party can establish by written evidence that it had possession of the Confidential
Information prior to the time of disclosure; (iv) the Confidential Information is received by the
receiving party from a third party that is not bound by a confidential relationship with the
disclosing party; or (v) the Confidential Information was developed by employees or agents of the
receiving party independently of and without reference to any Confidential Information.

c. Disclosure. If the receiving party is requested or required (e.g., by deposition, interrogatory,
request for documents, subpoena, civil investigative demand, open records request, or similar
process) to disclose any of the Confidential Information, then the receiving party will notify the
disclosing party (to the extent legally permissible) promptly in writing so that the disclosing party
may seek any appropriate protective order and/or take any other action prior to disclosure. In any
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event that the receiving party is legally compelled or obligated to disclose any of the Confidential
Information, such Confidential Information may be disclosed as required; provided, however, that
the receiving party will use reasonable efforts to minimize the disclosure of such information.

d. Return or Destroy. Each party shall return or irretrievably destroy the other party’s Confidential
Information and all material that is derived from the Confidential Information immediately on
completion of the Agreement, or earlier upon request of the other party, provided that a party may
retain the other party’s Confidential Information only if reasonably necessary to use the goods,
software, deliverables, and/or services, or to maintain reasonable and customary business records.
On request of a party, an officer of the other party shall certify its compliance with the preceding
sentence.

e. Injunctive Relief. The parties agree that the disclosure of Confidential Information by the receiving
party may cause the disclosing party irreparable damage for which recovery of money damages
may be inadequate. The disclosing party is therefore entitled to seek, in addition to all other rights
and remedies available under applicable law, injunction, temporary restraining order, protective
order, specific performance, or any other equitable relief, from any court of competent jurisdiction,
restraining any violation or threatened violation of any terms of this section, it being agreed that
money damages alone would be inadequate to compensate the affected party and would be an
inadequate remedy for such breach.

f. Public Information Act. Notwithstanding any provision herein to the contrary, Contractor
acknowledges and agrees that all records, documents, drawings, plans, specifications and other
materials in Port San Antonio’s possession, including materials submitted by Contractor, may be
subject to the provisions of the Public Information Act, Texas Government Code, Chapter 552. If
Contractor believes information or materials submitted to Port San Antonio constitute trade
secrets, proprietary information or other information that is excepted from disclosure under the
Public Information Act, Contractor shall be solely responsible for specifically and conspicuously
designating that information by placing “CONFIDENTIAL” in the center header of each such page
affected, as it determines to be appropriate. Nothing contained in this section shall modify or
amend requirements and obligations imposed on Port San Antonio by the Public Information Act
or other applicable law, and the provisions of the Public Information Act or other laws shall control
in the event of a conflict between the procedures described above and the applicable law.

11. Insurance

a. Minimum Insurance Requirements. Contractor agrees to carry and keep insurance in full force
during the Term sufficient to fully protect Port San Antonio from all damages, claims, suits and/or
judgments including, but not limited to, errors, omissions, violations, fees and penalties caused or
claimed to have been caused by, or in connection with the performance or failure to perform under
the Agreement by Contractor, Contractor’s agents or employees, a Contractor subcontractor, or its
agents or employees. Contractor’s insurance shall be primary to and non-contributory with any
self-insurance and/or insurance maintained by Port San Antonio.
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b. Contractor agrees to maintain the below listed Insurance to cover all of its own personnel engaged
in performing services for Port San Antonio under this Agreement in not less than the following
amounts:

Commercial General Liability

Personal injury and property damage:
e $1,000,000.00 combined single limit each occurrence and
e $2,000,000.00 aggregate

Business Automobile Liability for all vehicles (owned/leased vehicles; non-owned
vehicles; hired vehicles)
Bodily injury and property damage:

e $500,000.00 combined single limit any one accident.

Umbrella Liability
e $1,000,000.00

Worker’s Compensation - Statutory Amount
Employer’s Liability - $500,000.00

c. Contractor shall add Port San Antonio and its Board of Directors, together with their respective
officers, elected officials, employees, and representatives, individually or collectively, as
additional insureds on all required insurance policies, except workers’ compensation, and any
errors and omissions insurance that Contractor might carry. The Commercial General Liability
Policy and Excess Liability Policy (Umbrella Form) shall be of an “occurrence type” policy.
Workers’ compensation and employer’s liability policies will provide a waiver of subrogation in
favor of Port San Antonio. Other appropriate coverages will also contain a similar waiver of
subrogation clause. The Commercial General Liability Policy shall also include protection against
claims insured by usual personal injury liability coverage, and a “protective liability” endorsement
to ensure contractual liability assumed by Contractor under the section entitled “Indemnification.”

d. Contractor shall furnish Port San Antonio original completed Certificate(s) of Insurance within
five (5) business days of the effective date of this Agreement, which confirms that all required
insurance policies, are in full force and effect. The original Certificate(s) shall be completed by an
agent authorized to bind the named underwriter(s) and their company to the coverage, limits and
termination provisions Contractor shall ensure its insurance company incorporates at least a thirty
(30) calendar day cancellation notice on the policy. Insurance coverages shall be written by
companies authorized and admitted to conduct business within the State of Texas and rated A- or
better by A.M. Best Company, or are otherwise proven acceptable to Port San Antonio. Surplus
lines carriers offering coverages need not be "Admitted Carriers" in the State of Texas, but must
otherwise demonstrate their financial strength and reputation to Port San Antonio in consultation
with its insurance advisors. Contractor shall obtain and maintain in full force and effect for the
duration of the Agreement, and any extension hereof, at Contractor’s sole expense, insurance
coverage required by this Agreement.
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12. Indemnification

a.

Contractor shall indemnify and hold harmless Port San Antonio, Port San Antonio’s officers,
directors, employees, and agents (collectively, the “Port San Antonio Group”) from and
against all claims, costs, losses, liabilities and damages (including but not limited to all
attorneys’ fees and fees and charges of other professionals and all court, mediation or other
dispute resolution costs) relating to the Services, whether in contract, statute, or tort
(including without limitation negligence) (collectively, the “Claims”) asserted by a third
party against any member of Port San Antonio Group arising out of or resulting from (a)
the negligent performance of the Services, fraud, or intentional misconduct by the
Contractor or its partners, employees or agents (collectively, the “Contractor group”), and
(b) any claim, cost, loss or damage is attributable to bodily injury, sickness, disease or death,
or to injury to or destruction of tangible property (other than the work itself), including the
loss of use resulting therefrom, caused by any negligent act or omission of any member of
the Contractor Group, any individual or entity directly or indirectly employed by Contractor
to perform or furnish any of the work or anyone for whose acts any of them may be liable,
and conditioned as well for the payment of claims for equipment and material, and laborers’
wages.

In any and all claims against any member of Port San Antonio Group by any member of the
Contractor Group (or the survivor or personal representative of such member of the Contractor
Group) any individual or entity directly or indirectly employed by Contractor to perform or furnish
any of the Services or anyone or whose acts any of them may be liable, the indemnification
obligation under this section shall not be limited in any way by any limitation on the amount or
type of damages, compensation or benefits payable by or for Contractor or other individual or
entity under workers’ compensation acts, disability benefit acts or other employee benefit acts.

As the Services are intended for Port San Antonio and not third parties, Port San Antonio to the
extent allowed by law, agrees to release, indemnify and hold harmless the Contractor and its
members, partners, employees, contractors, agents and affiliates (collectively, the “Contractor
Group”) from and against any and all claims, liabilities, or expenses (including attorneys’ fees)
relating to the Services or Deliverables in contract, statute, or tort (including without limitation
negligence) (collectively, the “claim” asserted against any member of the Contractor Group by a
third party. Port San Antonio further agrees to release, indemnify and hold harmless Contractor
Group from any direct or third-party Claims relating to the Services attributable to any
misrepresentations made by Port San Antonio.

13. Limitation of Liability
a. Neither Party (nor its employees, agents, suppliers or affiliates) shall be liable to the other

for any lost profits or any indirect, special, incidental, punitive, or consequential loss or
damage of any kind arising in connection with the agreement, even if the party has been
advised or should be aware of the possibility of such damages.

Nothing in the agreement limits or excludes either Party’s liability for loss or damage caused by
its gross negligence, willful misconduct, or any fraud or fraudulent misrepresentation, and nothing
contained in the foregoing is intended in any way to limit indemnification obligations for third
party claims or the recovery.
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14. Warranties

a.

Software. In addition to any warranties stated in the documentation for Software, Consultant gives

the following warranties:

ii.

1il.

1v.

1.

Standard Warranty. The Software will perform substantially in accordance with the
Documentation, any specifications stated in the applicable order, and, as of the time of
delivery, be free from harmful, disabling, malicious, or hidden mechanisms or code that
could cause damage or interfere with the normal function of the Software or the information
technology systems on which they are installed. The warranty stated in this section shall
extend for ninety (90) days from the date of receipt of the media on which the Software is
delivered, provided, however, that if the Documentation states a warranty period of longer
than ninety (90) days, then the warranty period shall be the period stated in the
Documentation.

Media. 1f the Software is delivered to Port San Antonio on tangible media, the media on
which the Software is delivered will be free from material defects for a period of ninety (90)
days from receipt, provided, however, that if the Documentation states a warranty period of
longer than ninety (90) days, then the warranty period shall be the period stated in the
Documentation.

Additional Warranties. No Software is subject to any license that would require:
(1) redistribution of the Software on a no-fee basis, (ii) the publication of the source code for
the Software, or (iii) the licensing of the Software under an open source license.

Remedy. Upon receipt of a warranty claim notice from Port San Antonio, Consultant will
promptly correct or replace any non-conforming Software, provided that Port San Antonio
shall comply with Consultant’s commercially reasonable warranty return process. If
Consultant, through the use of commercially reasonable efforts, is unable to correct or
replace any non-conforming Software, then Consultant shall refund the purchase price paid
for the Software and reimburse Port San Antonio for its shipping and other direct costs of
procurement of the Software.

b. Services / Deliverables. In addition to any warranties stated in the Documentation for Services
and/or Deliverables, Consultant gives the following warranties:
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Standard Warranty. Consultant hereby represents and warrants to Port San Antonio that all
material statements and materials regarding its qualifications to perform the Services and
produce the work or Deliverables contemplated under the Agreement are materially true and
correct and are not misleading or incomplete for any reason, including by reason of omission.
Consultant represents and warrants that its personnel assigned to provide the Services and/or
produce the Deliverables have appropriate training, skill, and experience to provide the
Services and/or Deliverables in accordance with the warranties stated herein and that the
Services shall be performed in a manner consistent with the highest industry standards.
Consultant acknowledges that Port San Antonio and its agents, representatives and
contractors shall be entitled to rely on the expert quality of information contained in the
Deliverables and the sufficiency and accuracy of the representations, plans and processes,
supporting data, technical specifications and special provisions embodied in the
Deliverables, provided, however, that Consultant shall not be responsible for any
inaccuracies or insufficiencies contained in the Deliverables to the extent resulting from
incomplete or inaccurate information supplied by Port San Antonio.
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il.  Warranty Period / Remedy. The warranty period for Services and Deliverables shall be one
(1) year. Consultant shall re-perform any part of the Services or redeliver any part of the
Deliverables that fail to meet the warranties stated above, provided that Port San Antonio
gives notice of such failure within one (1) year of completion of the Services or delivery of
the Deliverables. If Consultant, through the use of commercially reasonable efforts, is unable
to correct the defect to the reasonable satisfaction of Port San Antonio, then Consultant shall
refund the Fees related to the defective Service or Deliverable.

c. Additional Consultant Representations and Warranties. Consultant makes the following additional
representations and warranties:

ii.  Title. Upon payment, Port San Antonio shall acquire good and marketable title to all Goods,
Software, and/or Deliverables, free and clear of liens and encumbrances. If Port San Antonio
receives notice of a lien or claim on Consultant’s delivered Goods, Software, Deliverables
and/or Services, Consultant shall, at its own expense, take all action necessary to cause the
lien or claim to be released or discharged immediately, or secure and file a security bond
covering the amount of the lien or claim, at Port San Antonio’s election. Upon Port San
Antonio’s request, Consultant shall provide evidence that the lien or claim has been released,
discharged or secured. If Consultant fails to furnish adequate evidence within ten (10)
calendar days of the demand, Port San Antonio may discharge the indebtedness and deduct
the total of all costs and fees from any money owed to Consultant;

iii.  Network Corruption. Consultant shall not introduce into any Port San Antonio information
technology system any virus, disabling code, malware, trap, or other set of computer
instructions that are designed to usurp or damage the normal operation of, or allow covert
access to, a computer, computer system or computer network, or deny access to or corrupt
data;

iv.  Consultant Documentation. Consultant’s Documentation shall be substantially accurate and
complete; and

v.  No Litigation. As of the Effective Date, there are no actions, suits or proceedings pending or
threatened against Consultant, Consultant’s representatives, or Consultant’s subcontractors
alleging infringement, misappropriation, or other violation of any intellectual property rights
related to any Goods, Software, Deliverables, or Services contemplated by the Agreement.

15. Dispute Resolution

a. Any dispute or difference between the Parties arising during the term of this Agreement, out of or
in connection with this Agreement shall be referred for resolution to the senior management of the
Parties. Any such dispute or difference which has not been resolved as aforesaid within twenty
(20) calendar days from the date the dispute or difference is first so referred for resolution, shall,
if the Parties are unable to resolve the matter through another form of alternative dispute resolution,
be referred to mediation.

b. The electing Party may initiate such mediation by giving ten (10) calendar days’ written notice to
the other Party of its intention to do so. The mediation shall be held in San Antonio, Texas or such
other location as may be mutually agreed and conducted in accordance with the rules of the
American Arbitration Association (AAA Construction/Industrial). If the Parties involved are
unable to agree on a single mediator within twenty (20) calendar days of such notice, each party
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shall select a list of three (3) mediators within thirty (30) calendar days of such notice, and the
parties agree to act in good faith to select an agreed upon mediator. Each Party involved shall be
responsible for all expenses and costs of its officers, employees, agents, or the like related to such
mediation. Pending final resolution of the matter, the Parties shall proceed diligently with
performance of this Agreement according to the instructions of Port San Antonio’s authorized
representative. Any timeline requirement in this Article may be extended by mutual agreement of
the parties.

c. If the parties are unable to select a mediator, of the mediation is not successful, then the parties
agree that any action related to this Agreement will be brought solely and exclusively in the District
Court of Bexar County, Texas.

16. Miscellaneous

a. Controlling Document. To the extent that the terms of Contractor’s bid or proposal conflict or are
inconsistent with the provisions of this Agreement (including the Scope of Services and
Compensation), the terms of this Agreement shall control. The pre-printed terms of Contractor’s
business forms shall have no effect whatsoever. If the installation process for Software presents a
“clickwrap” or similar agreement, Port San Antonio’s “click” or other action taken to advance the
installation shall be deemed an acceptance only of those terms that conform to the Agreement;
other terms shall be of no force or effect whatsoever.

b. Points of Contact. For day-to-day operational cooperation, the following persons are the points of
contact for each Party:

Port San Antonio: Contractor/Consultant:
[name] [name]

[phone number] [phone number]
Email: [email]@portsanantonio.us Email: [email]@

c. Notice. Any legal notice or other formal communication pursuant to business contemplated herein
shall be in writing and shall be deemed to have been fully given upon receipt at the following
addresses or such other address as the parties may provide in writing to the other from time to
time. Notice provided by email shall not, however, be valid unless receipt of such email is
confirmed by either Party via return email or otherwise.

If to Port San Antonio: If to Contractor/Consultant:
Port San Antonio of San Antonio [Name]

907 Billy Mitchell Blvd., Suite 120 [address]

San Antonio, Texas 78226-1802 [address]

Attention: President & CEO Attention: [name/title]
Email: LegalNotices(@portsanantonio.us Email: [email]

Telephone: (210) 362-7800 Telephone: [number]
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d. Conflict of Interest. During the Term of the Agreement, Contractor shall not undertake any new
relationships with parties that give rise to a Conflict of Interest without the written consent of Port
San Antonio. A “Conflict of Interest” includes, but is not limited to, those conflicts which prevent
Contractor or its agents or representatives from professionally and ethically carrying out all terms
of the Agreement, an organizational Conflict of Interest, which exists when, because of other
activities or relationships with third parties, Contractor is unable to render impartial assistance,
advice, or Services to Port San Antonio, Contractors’s objectivity is otherwise impaired, or
Contractor gains an unfair competitive advantage as a result of performance under the Agreement.

e. Waiver of Breach. The waiver by either party hereto of any breach of the terms and conditions
hereof will not be considered a modification of any provision, nor will such a wavier act to bar the
enforcement of any subsequent breach. No waiver, change or modification or discharge by either
party hereto of any provision of this Agreement shall be deemed to have been made or shall be
effective unless expressed in writing and signed by the party.

f. Brand Identifier / Trademarks. Neither party may use the other party’s name, logo, trade or service
marks, or similar branding indicia (each a “Brand Identifier”) without the other party’s prior
written consent. Except as expressly stated herein, each party retains all right, title, and interest in
and to its intellectual property. To the extent Consultant is engaged to deliver Goods, Software, or
Deliverables or to perform Services which require Consultant to reproduce Port San Antonio
marks, Consultant shall comply with Port San Antonio’s brand standards.

g. Press Releases/Publications. Consultant shall not disclose the terms of the Agreement or make
representations regarding the relationship between the parties under the Agreement as part of a
press release or publication without the prior written consent of Port San Antonio.

h. Captions. The section headings in this Agreement are intended solely for convenience of reference
and shall be given no effect in the construction or interpretation of this Agreement.

1. Assignment. Neither party may assign the Agreement, or any of its rights or obligations under the
Agreement without the prior written consent of the other party, except that either party may assign
the Agreement without the written consent of the other party if such assignment is (i) pursuant to
a corporate reorganization; (ii) upon a consolidation, merger, reincorporation, sale of all or
substantially all of its assets related to the Agreement; or (iii) a similar transaction or series of
transactions. Subject to the foregoing, the Agreement will be binding upon and inure to the benefit
of the parties and their respective permitted successors and assigns. Any assigning party shall
notify the other party within thirty (30) days of any assignment pursuant to these provisions.

j. Entire Agreement. This Agreement, and any attachments hereto, constitutes the entire Agreement
between Port San Antonio and Contractor and supersedes all previous agreements, whether oral or
written. This Agreement will not be modified or amended except by a written document signed by
the parties hereto.
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k. Survival. The following provisions shall survive expiration or termination of the Agreement:
Confidentiality, Warranties, Limitations of Liability, Indemnification, Insurance, Miscellaneous,
and any other provisions that by their nature are intended to survive expiration or termination.

. Prompt Action / Days. The parties hereto mutually represent and warrant to each other that they
will use reasonable efforts and reasonable diligence to satisfy their responsibilities under this
Agreement in a timely and professional manner. Unless otherwise expressly provided herein, all
periods for performance, delivery, review or approval and the like shall be determined on a
“calendar” day basis. If any day for performance, delivery, review or approval shall fall on a
Saturday, Sunday or legal holiday (state or federal) in San Antonio, Texas, the time therefor shall
be extended to the next business day.

m. Attorneys’ Fees. In the event either party brings any action for any relief, declaratory or otherwise,
arising out of the Agreement, or on account of any breach or default hereof, the prevailing party
shall be entitled to receive from the other party reasonable attorneys’ fees and reasonable costs and
expenses to the extent permitted by law, determined by the court sitting without a jury, which shall
be deemed to have accrued on the commencement of such action and shall be enforceable whether
or not such action is prosecuted to judgment, provided, however, that any settlement entered into
by the parties shall be conclusively deemed to provide the parties the compensation to which they
are entitled under this section regardless of whether attorney’s fees and costs and expenses are
expressly addressed in the settlement agreement executed by the parties.

n. Successors and Third-Party Beneficiaries. The Agreement shall inure to the benefit of Consultant
and Port San Antonio and their respective permitted successors or assigns. No third parties shall
have any rights hereunder. No provision of this Agreement will in any way inure to the benefit of
any third person (including the public at large) so as to constitute any such person a third-party
beneficiary of the Agreement or of any one or more of the terms hereof, or otherwise give rise to
any cause of action in any person not a party hereto. Further, Contractor will perform the Services
provided in connection with this engagement solely for the benefit and use of Port San Antonio.
Contractor does not anticipate and does not authorize reliance by any other party on its professional
services.

o. Force Majeure. Neither Port San Antonio nor Contractor will be considered to be in default of this
Agreement if delays in or failure of performance is due to any cause of Force Majeure. The party
adversely affected by a Force Majeure will use reasonable efforts to mitigate the impact of the
Force Majeure. The term Force Majeure means any event that is beyond the reasonable control of
the non-performing party (including delays caused by the other party or third parties acting on
behalf of the other party) and that results in the prevention or delay of performance by a party and
any Act of God including, but not limited to, fire, flood, earthquakes, storms, lightning, an
epidemic or a pandemic declared by the World Health Organization or a public health emergency
declared by the United States Secretary of Health and Human Services (HHS), in either case
resulting in the United States Center for Disease Control and Prevention (CDC) or other
governmental body or agency imposing restrictions which prevent a party’s ability to perform,
war, riot, civil disturbance, sabotage, acts of terrorism, strikes, or other labor disturbances, and
judicial restraint or inability to procure permit, licenses or authorizations from any state, local, or
federal agency for any of the supplies, materials, accessories, or services required to be provided
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by either Port San Antonio or Contractor under this Agreement. Neither party shall, however, be
excused from performance if nonperformance is due to causes which are removable or remediable
and which the non-performing party could have, with the exercise of reasonable diligence, resolved
or remedied with reasonable dispatch.

p. Governmental Entity. The Parties acknowledge that Port San Antonio is a political subdivision of
the State of Texas and under the Constitution and laws of the State of Texas, possesses certain
rights and privileges, is subject to certain limitations and restrictions, and only has such authority
as is granted to it under the Constitution and the laws of the State of Texas. Notwithstanding any
provision of this Agreement, nothing in this Agreement is intended to be, nor will it be construed
to be, a waiver of the Port San Antonio’ s sovereign immunity of the State of Texas or a prospective
waiver of restriction of any of the rights, remedies, claims and privilege of the State of Texas.

q- Non-Discrimination. Under Article 6252-16 of the Revised Civil Statutes of Texas, no person will,
on the grounds of race, religion, gender, age, physically challenged condition or national origin,
be excluded from participation in, be denied the benefits of, or be subjected to discrimination under
any program or activity of Contractor and Port San Antonio.

r. Verification Regarding No Discrimination Against Firearm Entities and Firearm Trade
Associations. To the extent this Agreement constitutes a contract for goods or services for which
a written verification is required under Texas Government Code section 2274.002, as amended,
the Contractor hereby verifies that it and its parent company, wholly- or majority-owned
subsidiaries, and other affiliates, if any, do not have a practice, policy, guidance, or directive that
discriminates against a firearm entity or firearm trade association and will not discriminate against
a firearm entity or firearm trade association during the term of this Agreement. The foregoing
certification is made solely to enable Port San Antonio to comply with such section and to the
extent such section does not contravene applicable federal or Texas law. As used in the foregoing
verification and the following definitions, “discriminate against a firearm entity or firearm trade
association,” a term defined in Texas Government Code section 2274.001(3), means, with respect
to the firearm entity or firearm trade association, to (i) refuse to engage in the trade of any goods
or services with the firearm entity or firearm trade association based solely on its status as a firearm
entity or firearm trade association, (ii) refrain from continuing an existing business relationship
with the firearm entity or firearm trade association based solely on its status as a firearm entity or
firearm trade association, or (iii) terminate an existing business relationship with the firearm entity
or firearm trade association based solely on its status as a firearm entity or firearm trade association
and (B) does not include (i) the established policies of a merchant, retail seller, or platform that
restrict or prohibit the listing or selling of ammunition, firearms, or firearm accessories and (ii) a
company’s refusal to engage in the trade of any goods or services, decision to refrain from
continuing an existing business relationship, or decision to terminate an existing business
relationship (aa) to comply with federal, state, or local law, policy, or regulations or a directive by
a regulatory agency or (bb) for any traditional business reason that is specific to the customer or
potential customer and not based solely on an entity's or association's status as a firearm entity or
firearm trade association, ‘firearm entity,” a term defined in Texas Government Code section
2274.001(6), means a manufacturer, distributor, wholesaler, supplier, or retailer of firearms
(defined in Texas Government Code section 2274.001(4), as weapons that expel projectiles by the
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action of explosive or expanding gases), firearm accessories (defined in Texas Government Code
section 2274.001(5), as devices specifically designed or adapted to enable an individual to wear,
carry, store, or mount a firearm on the individual or on a conveyance and items used in conjunction
with or mounted on a firearm that are not essential to the basic function of the firearm, including
detachable firearm magazines), or ammunition (defined in Texas Government Code section
2274.001(1), as a loaded cartridge case, primer, bullet, or propellant powder with or without a
projectile) or a sport shooting range (defined in Texas Local Government Code section 250.001,
as a business establishment, private club, or association that operates an area for the discharge or
other use of firearms for silhouette, skeet, trap, black powder, target, self-defense, or similar
recreational shooting), and ‘firearm trade association,’ a term defined in Texas Government Code
section 2274.001(7) means any person, corporation, unincorporated association, federation,
business league, or business organization that (i) is not organized or operated for profit (and none
of the net earnings of which inures to the benefit of any private shareholder or individual), (ii) has
two or more firearm entities as members, and (iii) is exempt from federal income taxation under
Internal Revenue Code section 501(a), as an organization described by Section 501(c) of that code.

s. Severability. If any clause or provision of the Agreement is held invalid, illegal or unenforceable
under present or future federal, state, or local laws, then and in that event it is the intention of the
parties hereto that such invalidity, illegality or unenforceability shall not affect any other clause or
provision hereof and that the remainder of the Agreement shall be construed as if such invalid,
illegal or unenforceable clause or provision was never contained herein.

t. Invalidity. The invalidity, illegality or unenforceability of any provision of this Agreement shall
not affect the validity, legality or enforceability of any other provision of this Agreement.

u. Amendments. Changes to this Agreement may be accomplished by the issuance of a mutually
approved written amendment hereto.

v. Authorization. Each party represents and warrants that they are authorized and qualified to conduct
business in the State of Texas, and that all consents or approvals required for the execution,
delivery and performance of the Agreement have been obtained and that each party has the right
and authority to enter into and perform its covenants contained in the Agreement.

w. Signatures. Any documents signed in connection with the Agreement may be signed in multiple
counterparts which, taken together, will constitute one original. Facsimile signatures, signatures
on an electronic image (such as DocuSign, .pdf, or .jpg formats), and electronic signatures shall
be deemed to be original signatures. Each person executing this Agreement warrants that
he/she/they is authorized to do so on behalf of the party for whom he/she/they signs this
Agreement.

[Remainder of the page is blank]
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This Agreement is entered into on the Effective Date noted above, and it is hereby agreed to and
executed by the Parties.

Port Authority of San Antonio [x]
Signature Signature
Title Title
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ATTACHMENT A
Scope of Services & Compensation

Services provided. Contractor shall perform the following Services, on an as needed basis, and as
requested by the Port San Antonio.

a. Services shall be provided at the following Port San Antonio location(s):

[e]

b. Services may vary in nature and may include, but shall not be limited to, the following activities
(the “Services™)

[e]

. Deliverables. Contractor shall deliver each of the following (the “Deliverables™) subject to the
following requirements:

Deliverable Name Description / Requirements Due Date

Schedule for services. Contractor shall provide Services pursuant to the following schedule:

Milestone Completion Deadline

. Fees. The fees for the Services are as follows:

[e]
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